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2. Summary: 

In this report prepared by the Secure Soft Research team, we analyze 
a critical DLL hijacking vulnerability present in the driver installer of 
the TOTOLINK A600UB, a USB device supporting Wi-Fi and 
Bluetooth connectivity. This vulnerability allows an attacker to 
execute malicious code and escalate privileges on vulnerable 
systems by exploiting a simple flaw in the driver installation process. 

 
You will learn how attackers can exploit the absence of certain 
essential DLLs during the driver installation, wich enables them to 
inject malicious code into the system. We explain step by step how 
the attack is carried out, from manipulating the DLLs to 
unauthorized access to the system. 

 
Through practical examples and a detailed analysis, this report is 
essential for system administrators, software developers, and 
cybersecurity professionals who want to protect their infrastructures 
from this critical threat. Recommendations are also provided to 
mitigate this vulnerability and enhance security in application and 
driver development. 

  



 

3. Root cause analysis 

After downloading and running the binary, it presents two 
installation options: the first allows the installation of the Wi-Fi driver, 
while the second option is to install the Bluetooth driver. Both drivers 
are installed and eventually stored on the disk. 

 

 

 

 

After completing the installation and configuration process, the 
corresponding files are saved to the hard drive, specifically in the path 
C:\Program Files\TOTOLINK\WiFiAutoInstall. 

 

 

 



 

Upon running the corresponding binary, it can be observed, using the 
Procmon tool, that the binary makes calls to several DLLs. However, 
these DLLs are not present on the system or in the current path of the 
binary, allowing the end user to add a custom DLL to perform a specific 
action. 

 

 

 

It can be observed that lpVerb is set to 'runas', indicating that the 
program will run with administrator privileges, triggering User Account 
Control (UAC). This will then execute WifiAutoInstallDriver.exe, which is 
set in lpFile. 

 

 

 

 

 

 



 

Bellow is a basic code to create a test DLL that runs cmd.exe when 
loaded. 

 

 

With the identification of the missing DLL and the creation of a custom 
DLL, the attacker could place this DLL in a directory from which the 
trusted binary can load it. The attacker could then wait for an 
administrator to execute the legitimate binary or use social engineering 
techniques to convince a user with the appropriate permissions to run 
the binary. This would cause the binary to load the malicious DLL, 
enabling the attacker to escalate their privileges on the system. 

 



 

4. Conclusion: 

The analysis of the DLL hijacking vulnerability in the TOTOLINK A600UB 
driver installer reveals a critical security gap that can be easily exploited 
to compromise systems. By detecting and taking advantage of the 
absence of certain DLLs during the installation process, an attacker has 
the opportunity to inject malicious code, achieving privilege escalation 
that grants control over the affected system. This type of vulnerability 
highlights the urgent need to adopt more secure development 
practices, such as thorough validation of loaded files and careful 
management of DLL search paths. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 


